
Providing Effectiv Threat Management

In-Depth Security can help your organization successfully achieve
enterprise security initiatives. We empower security professionals at 
over 400 organizations in a variety of industries. By partnering with 
RQ Corporation,  our integrated suite of Managed Security 
Solutions delivers the Threat Management capabilities necessary to 
increase businelue    b y enhancing your security posture and 
incr
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In today�s networked world, your business is built on its critical 
infor

mation assets.

 In-Depth Security understands this and works 
with you to ensure that cyber-threats are thwarted, enterprise 
security initiatives are completed and that your systems continue to 
remain available to generate revenue for your company. In addition to 
maintaining availability, protecting your critical systems will also help 
you comply with various industry regulations such as the Gramm 
Leach Bliley Act and the Health Information Portability and 

Act. The result is the ability to increase shareholder 
value through better client servic voiding regulatory fines, 
legal liability an e publicity.

In-Depth Security helps you achieve your enterprise security 
initiatives by delivering effective Threat Management. Threat 
Management is delivered through our integrated suite of Managed 
Security Solutions. These solutions comprise:

- Threat Intelligence
- Managed Enterprise Security Monitoring
- Managed Intrusion Detection
- Managed Firewall

Our solutions are tailored to your unique business needs to provide 
you with the appropriate level of Threat Management, 24X7. 
Additionally, by having LURHQ�s Threat Intelligence Group provide 
you with timely security intelligence and our Intrusion Analysts 
expertly managing your security infrastructure, your organization will 
realize significant efficiency gains. This enables your security team to 
focus on strategic initiatives.

At the heart of our Managed Security Solutions is the LURHQ-
developed Sherlock Enterprise Security Monitoring Platform. This 
advanced security event aggregation and correlation technology 
monitors virtually any critical information asset in real-time regardless 
of vendor. The combination of our Threat Management focus and our 
technology platform enables us to mitigate risk in real-time to your 
critical, high-risk information assets.

In-Depth Security is the only Managed Security Service Provider in 
Central Texas to offer real-time accountability and vision with all 
services via LURHQ�s OPEN Service Delivery methodology.  
Formed from the combination of our mature Incident Handling 
Process and real-time Sherlock Enterprise Security Portal, this 
methodology enables clients to see the value our services deliver 
every second of every day.

Our Managed Security Solutions deliver:

-  An enhanced security posture
- More time to protect your organization against emerging threats
- Improved operational efficiency
- Increased shareholder value
- Reduced total cost of ownership of your security infrastructure

Features

24X7 Threat Management
Through our integrated solutions, In-Depth Secucrity is able to 
protect, detect and respond to threats impacting your organization 
in real-time, 24X7. LURHQ�s Threat Intelligence Group and team 
of 100% GIAC Certified Intrusion Analysts work together to 
discover emerging threats and stop them before damage is done.

Early Warning to Emerging Threats
LURHQ�s Threat Intelligence Group continuously monitors the 
Internet for signs of suspicious activity. As soon as they discover an 
emerging threat, the Group notifies clients. This provides you with 
more time to prepare against potential outbreak situations.

Total Lifecycle Management
orm all aspects of system administration 

and management including patch implementation, daily 
configuration backups, installing upgrades, proactive signature 
updates and ongoing tuning of your Firewalls and Intrusion 
Prevention Systems.

Keep Control
LURHQ�s OPEN Service Delivery methodolog

y enables us to form a partnership with your organization by facilitating 
cooperation via the Sherlock Enterprise Security Portal. This 
methodology enables clients to see the value our People, 
Processes and Technology deliver every second of every day. 
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ts to provide you with a seamless view of the status of your 
security environment and our service delivery, 24X7.

About In-Depth Security
In-Depth Security provides Austin�s only complete security lifecycle 
services. We believe to truly secure your digital assets; a real-time 
security service covering the entire information security lifecycle is 
required. Our Secure Posture  and Secure Provision products and 
services, coupled with best of breed security partners, deliver cost 
effective and trusted solutions to companies both large and small.  
Located in Austin, Texas, In-Depth Security is a division of agileTCP, 
Inc., a leading provider of technical consulting services since 1996.  
For more information, please visit us at www.indepthsec.com.

About LURHQ
LURHQ delivers industry leading Managed Security Solutions. 
Founded in 1996, LURHQ empowers security professionals at 
more than 400 clients by providing effective Threat Management. 
Threat Management integrates 24X7 security monitoring, threat 
intelligence, vulnerability management and security management 
services to deliver enterprise-wide, protection, detection and 
response.

Superior Focus
In-Depth Security focuses on delivering superior Information 
Security Management through our Secure Provision suite of 
Managed Security Solutions. LURHQ has constructed two fully 
redundant Secure Operations Centers in Chicago and Myrtle 
Beach to seamlessly deliver our managed services 24X7X365. 
Through our focus and partnership, we are capable of delivering 
world-class customer service and industry leading Managed 
Security Solutions to a
ll o
f our clients.
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Firewalls come in so many flavors, pricing models and feature sets - what should I be looking for?

Many advantages can be obtained by combining several separate point based security systems into a unified security platform. Look for a 
statefull firewall, antivirus, intrusion detection & prevention, IPSec virtual private network (VPN) - (not PPTP or something proprietary), web 
content filtering, anti-spam (including spyware/grayware), and quality of service provisioning (bandwidth shaping).  Make sure that key 
functionality is certified by a third-party like ICSA Labs.
 
A unified security platform eliminates multiple security devices and collapses them into one security ingress/egress-point.  A single platform 
decreases the Capital Expenditure (CAPEX) and Operating Expenditure (OPEX) costs. Implementing single purpose security products is not 
only more expensive, but it also lacks the advantages gained from combined technologies - which greatly increases the detection rate of 
modern stealth and blended threats.

In our work a consistent technology across the entire family of products helps us address scaling issues for our clients.  In other words, if our 
client is growing quickly, we don’t have to significantly change their security platform as they grow from SoHo to SMB to large enterprise. 
Smaller customers benefit by taking advantage of enterprise and carrier class security features while larger customers benefit from 
experience in designing strong security products that are intuitive, easy to deploy and use.  For enterprise class solutions, look for high-
availability clustering to provide redundancy and scalability to eliminate single points of failure.

"Per box" licensing.  Need I say more?  Have you ever had to purchase ongoing maintenance, support, and product updates, blah, blah, blah, 
from a supplier that (almost deliberately) confuses the purchase costs?   Simple pricing is the way to go.

Hardware based security and performance provides strong security without performance penalties.  A high-performance security ASIC 
specifically designed to speed up the computationally intensive routines commonly associated with complete content protection says the 
supplier has their act together.  I’m not speaking of just Deep Packet Inspection capabilities that many competing firewalls are just starting to 
implement. Your firewall should perform real-time content reassembly and analysis for antivirus, grayware, IDS, encryption, content analysis, 
and related functions.  It’s much faster (6x or more) when compared to software-based security
applications.

By leveraging the ability to perform stateful firewalling, antivirus inspection, and intrusion detection, a firewall provider can take advantage of 
the shared information between its security components - giving the firewall the ability to stop malicious threats that are non-signature 
based. This technology increases detection capabilities against modern attacks that are designed to bypass traditional security defenses such 
as stateful firewalls and intrusion detection systems.

The ability to detect, remove and block both known and unknown threats in real time is key.  Couple real-time detection/removal/blocking 
with virus and attack signature updates and your networks can stop new born threats faster than traditional "identify only" and "manual 
update" security solutions. Firewall solutions architected in this way not only provide faster response times and better protection against 
attacks, but also lower IT workloads and downtime often associated with the aftermath of a virus outbreak or destructive worm - 
significantly minimizing the loss of information, lowering TCO, and increasing user productivity.

Modern security is not just one function such as a firewall or intrusion detection system, but an infrastructure of coordinated, defense-in-
depth security components placed at various layers of the network with the ability to take the appropriate actions when threats are 
identified.  The keyword here is "coordinated".  Insure your firewall solution includes support for coordinated control, logging/monitoring, and 
integration with other security components either from the supplier or from a third party.

In summary, look for:

o A unified security platform
o Consistent technology across the entire family of products
o "per box" licensing
o Real-time content reassembly and analysis (emphasis on real-time)
o Shared information between its security components
o Coupled real-time detection/removal/blocking with virus and attack signature updates
o Coordinated, defense-in-depth security components (emphasis on coordinated)

The Perfect Firewall - Cris DeWitt, CISSP


